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1 Introduction

Consider the rotor order of September to be L, M, N where L is the leftmost rotor, M is the middle rotor
and N is the rightmost rotor. Now, the month of October has four possible rotor orders as stated below
(because we know that rightmost rotor was changed from September to October) -

1. N,L,M
2. L,N,M
3. N,M,L
4. M,N,L

Observe the possible rotor orders N, L, M and M, N, L, they have no rotor in the same position compared
to rotor order in September and thus, we call this the No Rotor Fized Case. In case of L, N, M, the leftmost
rotor is at same position, thus we call this the Left Rotor Fized Case and in case of N, M, L, the middle
rotor is at same position, thus we call this the Middle Rotor Fized Case.

The aim is to solve for the exact internal rotor wirings for each of the rotors L, M, N on the basis of the data
obtained for the months of September and October (we have the day key and intercepted messages along
with an example containing both ciphertext and plaintext from the manual).

Rejewski’s work covers finding internal rotor wirings for the two rotors that appear at rightmost position in
the given months but up to the twist. Hence, we don’t have the exact internal rotor wiring, the third rotor
wiring and reflector. Below, this covers case-by-case how he possibly would have found the exact internal
rotor wiring for the two rotors and wiring of third rotor which will then simply give us the reflector too.

2 No Rotor Fixed Case

Note: We will be assuming that rotor order is N, L, M in October. Similar approach could be applied in
case rotor order is M, N, L in October in which, one can apply methods used in September in this case to
October and those in October to September.

Consider a triplet of days from month of September (s1, s, s3) such that absolute rotor settings of left rotor
are in A.P. 23 —20 = 29 — 21 = d, d # 0 and ged(d mod 26,26) = 1, where (2;,y;,z;) represent the absolute
rotor settings for left, middle and right rotors on j-th day respectively for the first letter involution A;
(obtained using Rejewski’s method for message keys). So, we know

Aj =87 P N P PV M PYi PTA LT P% RPT% LP% PTYi M PY P~ NP S; (1)

where S; are the plugboard settings for j-th day (which are known).



2.1 Finding the Right Rotor N’s Twist

We know N and M up to twists, so N = Py, M = P'¢ where s is the twist for rotor IV, 1) is one of the
candidates, IV is the true rotor wiring, and similarly, ¢ is the twist for rotor M, ¢ is one of the candidates
and M is the true rotor wiring.

Now, we define

A% = P P gPY P (PR ) PY SA; ST P (Poy) T Pr PV PY P = PTYLT P% RPTA LP
(2)
where AZ is a known (obtained by the product of the knowns as defined) except for twist s of N but we
know s € {0,1,...,24,25}.
Using equation (2) for j = 1,2, 3, we get,

A3 A5 = (PT'LTPILPY) (A3 A (PIL~ P4LPY) (3)

Observe that A}, A7’s cycle length is dependent upon the twist s of N (observe the known part in (2)),
whereas the twist ¢ of M does not affect their cycle length and thus does not affect the conjugacy relation
obtained obtained in equation (3). Thus, this will help us to narrow down to possible values of s after trying
them out, because conjugacy relation will not hold true for most incorrect values of s since they will result
in different cycle lengths for A5A5 and A5 A7. Also, the relation will hold true independent of the twist ¢ for
correct value of s. We can find such multiple triplets of days satisfying z3 — zo = 29 — 21 = k where k doesn’t
necessarily need to be same as d as we find values of s which satisfy the conjugacy relation and using this
approach, we can narrow down to one value of twist s and obtain the true internal rotor wiring N.

Note: We call this procedure as right twist recovery.

2.2 Finding the Left Rotor Wiring L up to twist

Now, in equation (3), we know t doesn’t affect the conjugacy relation. So, once we obtain N, we treat t = 0
and obtain a conjugacy relation as follows

A543 = (L7 PUL)(A3A7)(LP4L) (4)

which is a relation conjugated by L~'P?L.

Now, we find another triplet of days within the same month of September (sq4, S5, 8¢) such that zg — 25 =
z5 — z4 = d, that is the common difference of the A.P. formed shall remain the same as that of the triplet
chosen earlier.

This time we know exact rotor wiring N. Thus, A} for k € {4,5,6} are all knowns (here, A} is similar to
what we defined in (2)). Thus, we will obtain a relation,

AgAz = (LT PIL) (A3 AL (L™ P7IL) ()

From equations (4), (5), we find the value of p = L~1P9L. Also, we had chosen d such that d mod 26 is
coprime to 26, and thus, we will obtain 26 possible values of L, that is, the rotor wiring of L up to its twist,
say ¢, so L = P%w where w is any one particular chosen value out of the 26 possible values.

2.3 Finding the Middle Rotor M’s Twist

Now, we know rotor wiring L up to twist g. Thus, just like we did for finding twist s of rotor N, we apply
right twist recovery in the month of October. We find triplet of days (01, 02, 03) such that y3—v2 = y2—7v1 =
where [ need not be necessarily equal to d, I # 0, and ged(! mod 26,26) = 1. Now, consider B,, as the 1st
letter involution of m-th day in October. We know,

By, = Syt P M~ pom p=Fm [ 71 PP p=im NTLpYm RPTYm N pim p=m [ phm pmem N\ pom g,
where S, are the plugboard settings for m-th day. We define B}, similar to that in (2),

Bf, = Pym—Bm , PPm—am (pt¢)Pam SmAmelpfam (ptgb)flposzﬁm (bflpﬁmfvm — P AN"L1pym pp—m N P4
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and obtain an equation similar to (3),
B;B; = (PTIN"'P'NPY)(B;B;)(P YN 'P7'NPY) (6)

This conjugacy relation will also not satisfy for most incorrect values of twist ¢ of M, and will always satisfy
independent of the value of twist ¢ for correct twist ¢, and thus, using one or more triples like this in October,
we can get to value of twist ¢ and obtain the true internal rotor wiring M.

2.4 Finding the Left Rotor L’s Twist

We can now use the triplet of October chosen earlier, and define

B:r;k — P_'YWLNP'YWL_ﬁm (qu)PBmP_OCWL MPamSmAmS;llp_Ohn M_lpanl_ﬁm (qu)_lpﬁm_'ym N_1P'7m =R
(7)

We check B3* = Bf* and B3* = B3* and see that for which values of twist ¢ do they hold true. We can

apply this test on one or more triples if required and get to the correct value of q. From this, we obtain the
true internal rotor wiring L.

2.4.1 Alternate Approach (Needs to be verified)

It seems that there is a much more straight forward way to find twist ¢ of L. Observe (6), from which, it
seems that ¢ can be found once M is known by trying out all possible values of ¢, because twist ¢ ensures
that equality holds true whereas twist ¢t of M was to ensure equal cycle lengths of B} B3.

Note: There is an alternate approach to use similar strategy to find Middle Rotor M’s twist too from a
triplet used in month of September but the computation required increases slightly and thus I prefer the above
stated methods.

2.5 Alternative Approach to Determine Left Rotor Wiring L up to twist

This proposes an alternative approach to find the rotor wiring L using the data obtained from month of
October and it is more efficient except for it doesn’t help in determining twists of L, but works perfectly if
the rightmost rotor, in this case M is known. Hence, if we use middle twist recovery in September or method
similar to that in Section 2.3 and get rotor M up to twist, we can then apply the strategy described below.
Consider two days (di,d2) in month of October (since L is middle rotor in October) such that both of
them contain a letter involution (other than 1st letter involution or double stepping) in which middle rotor
turnover occurs. We choose two involutions C;, D; from d; such that middle rotor turnover occurs in D),
and suppose absolute rotor settings for Cy are (z1,y1, 1) whereas for Cy are (22, y2,22). Thus, we know the
following:

C,=S;tPpmM-tprpryi Tl pypra NI pARpTALN P pTYL [ P P ) PTLG)
D, = 5;1p—(Il+1)M—lp(:m+1)p—(y1+1)L—1p(y1+1)p—z1 N-lpsRp—s N p# p—(y1+1)pr1+1P—(w1+1)MP(:E1+1)51

because the right rotor steps as usual along with middle rotor too according to the data we find. We define,
after shifting the knowns,

Cf = PV "' MP™ 8,0, Sy ' P~ M~ P = [Tlpn-aNTlpappra Npaig, (8)
Di = pn—n MP(JJI+1)SlD15f1P_(wl+1)M_1P$1_yl — [“lpn-atlN-lpaipp-z ypa-ni—-l (9)

Substituting N"1P*1RP=*IN = P21 LCYL~1P¥1==1 (8) in (9), we get,
D} =(L~'PL)C}(L~'P~'L) (10)

and similarly,

Dy = (L *PL)C3(L~'P7'L) (11)
We can try to find as many such days as possible and that will definitely help us to get to one value of
L=1PL if we don’t get narrow down to one possibility from (10), (11) alone. Using the equations (10), (11),

we obtain £ = L~'PL and hence, we find rotor wiring L up to twist ¢. The further procedure remains same
as described in earlier sections.



3 Left Rotor Fixed Case

We could find the rotor wiring of NV and M up to their twists s and t respectively. Next we aim to deduce
the their twists to obtain true internal rotor wiring and then find L.

3.1 Finding the Right Rotor N’s Twist

We use the method of right twist recovery. For this part, it is completely same method as used in Section 2.1.
Thus, we find true internal rotor wiring N. Let’s keep the naming conventions same as we had in Section
2.1

3.2 Finding the Middle Rotor M’s Twist

Instead of finding left rotor wiring L up to twist first like we did earlier, we first determine middle rotor
M’s twist using right twist recovery as used in Section 2.1 for which we use a triplet of days in the month
of October. The naming conventions used are similar to that in Section 2.3. Thus, from this, we get true
internal rotor wiring M.

3.3 Finding the Left Rotor L up to twist

For finding left rotor L, we need any two triples from any of the months which have their leftmost rotor
settings in A.P. of common difference d (which should be same for both triples), such that d # 0 and ged(d
mod 26,26) = 1. These triples can be same as the ones used in earlier sections if they satisfy the required
conditions. Let’s keep the naming conventions for 1-st letter involution in first triplet as A; for j € {4, 5,6}
and 1-st letter involution in second triplet as By for k € {4,5,6}. Depending on the month from which
triplet is chosen, the exact expressions for A;‘ and Bj may differ but after manipulations similar to ones we
did in Section 2.1, we will obtain a pair of equations as follows,

A5AL = (L7 PIL) (A3 A (L PIL) (12)
B;B: = (L7'P*L)(B:B;)(L~'P~L) (13)

From the above pair of equations, we find p = L~'P¢L and thus obtain L up to twist ¢, that is, 26 possible
candidates of L, with L = P9w where w is one of those 26 possible candidates.

3.4 Finding the Left Rotor L’s Twist

We are now left with 26 possible combinations for N/M/L. It must be noted though that we have deduced
true internal wiring of N and M completely and thus, a lot of terms are known. But, this just is bad for us.
I could not think of any clear possibility to deduce the exact twist of L. It seems that until any of the two
rotor orders is maintained, one could never deduce true internal rotor wiring of L using any simple/trivial
or non-laborious method because it will always have 26 possibilities of Enigma (N/M/L/R) and only when
rotor order changes can one check for it. We don’t face similar issues in any other case because in all those
cases, each rotor has to contribute to something which makes a difference whereas here L doesn’t contribute
to anything along with the fact its effect can be adjusted with reflector. This leads to another Enigma in
itself to crack just with one rotor but no data except that we know 26 possible rotor wirings.

Hence, if this was the case Rejewski dealt with, and also deduced true internal rotor wiring L, he must
have used the example from the manual which must have contained an example with rotor order other than
L,M,N and L, N, M. Even slightest of information with any other rotor order could help us true L.

Note: One may argue that he might have waited for another quarter where rotor order would have
changed and would have found third rotor wiring from it. Even though its possible, as far as what I read,
Rejewski had deduced all the wirings completely by end of December and according to that information, he
didn’t wait for the next quarter.



4 Middle Rotor Fixed Case

We know the rotor wiring for N and L up to twist s and ¢ respectively, such that N = Py, L = Plw

4.1 Finding the Middle Rotor M up to twist

Now, we use the middle rotor turnover method as described in Section 2.5.

Consider two days (dy,ds) in September (though one can choose any month for any day as the final pair of
equations will be similar and help to solve, but choosing a pair in same month is more helpful as possibilities
of twists are reduced) such that both of them contain a letter involution (other than 1-st letter involution
or double stepping) in which middle rotor turnover occurs. We choose two involutions C;, D; from d; such
that middle rotor turnover occurs in D; and Cj is the preceding letter involution. Let’s assume the absolute
rotor settings for C; to be (z;,y;,x;). So, we know the following,

C; =S, 'PT* N~ P pTvi M~ PY% PT% [T P% RPT% LP% PTY M PYi P~% N P* S,
D; = §; ' prwsth N~ plestl) p=(u ) pp=t plustl) pmzi [ =1 p2i Rp=2 [ % p~With py puitl p=les )y pleitl) g,
C} v= PYim TP §;Cy 8 Py~ PV = PTSM ' PYim S LTI P RPTHLPY TYUMPS  (14)

D;f .— PYi—Tj wp(frfrl)Sijgj—lp*(ij)Uflpwryj — pSpMIpYi—EtL Ll pz R L priYi L A P
(15)
From (14), (15), we get,
P*D;P~* = (M~'PM)(P*C;P~*)(M~'P~"M) (16)

Using j = 1,2 and choosing any value of s, probably s = 0 (it doesn’t give wrong possibilities of M because
one can observe that s essentially has no effect on the equation by observing known part of C} of D ), from
(16) or analyze for more days if required, we obtain x = M ~!PM which helps us to find M up to twist say
t, that is, M = Pt¢.

4.2 Finding the Right Rotor N’s twist

Approach this problem just like we did in Section 2.1 for No Rotor Fized Case using a triplet from month
of September, from which we find the twist s of rotor N and thus we know the true internal rotor wiring .

4.3 Finding the Left Rotor L’s twist

At this point, the problem has become very much similar to that in case of No Rotor Fized Case. We use
the approach described in Section 2.3 by choosing a triplet in October and thus obtain true internal rotor
wiring of L.

Note: If the claim made in Section 2.4.1 is correct, we can simply use that to find the correct twists (t,q)
and obtain true internal rotor wiring for M and L also.

4.4 Finding the Middle Rotor M’s twist

Again, we approach the problem in a similar fashion as shown in Section 2.4 (if the one in Section 2.4.1
doesn’t work), such that we find triplet from any of the months and find twist ¢ of M to obtain true internal
rotor wiring of M.



